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HTTP/3 - 310 HTTP/2 nosepx Apyroro TpaHcnopTa

HTTP/2 HTTP/3

HPACK, Server Push, npnopuntnsaumsa, ctpuMbl QPACK, Server Push, npnoputnsauns

QUIC

TLS
AyTeHTUbMKaumaA, obMeH kntouamu, 0-RTT, TLS
whdposaHue AyTeHTndunkauma, obmen kntovyamm, 0-RTT
Mwurpauunsa coeanHeHns, CTPUMbI, KOHTPOJ1b
neperpy3okK, KOHTPOJ1b NOTOKA, rapaHTmA
TCP NOCTaBKM
KoHTpo/1b Neperpy3okK, KOHTPOJ1b MOTOKaQ,
rapaHTUA AOCTAaBKW, NOPThbI UDP

NopThbl

IPv4/IPv6




HTTP/3 - 310 HTTP/2 noBepx apyroro TpaHcnopTa

HTTP/2

HPACK, Server Push, npnoputunsauus, ctp

MMbl

HTTP/3

QPACK, Server Push, npnoputnsauusa

QUIC
TLS
MOXeT He UCMOMnb30BaThCS TLS
CTrpumsl, ...
TCP
UDP

IPv4/IPv6




Peannsaunsa cepsepa HTTP/3 Ha Go

mux := http.NewServeMux()
mux.HandleFunc("/", mainHandle)

tlsConfig := &tls.Config{...}
quicConfig := &quic.Config{...}

srv := http3.Server{

quic-go ver 0.42!

Addr: addr,
TLSConfig: tlsConfig,
QuicConfig: quicConfig,
Handler: mux,
3
if err = srv.ListenAndServeTLS("cert.pem", "key.pem"); err != nil {

log.Error(err)



Peanunsaumna knmenta HTTP/3 Ha Go

roundTripper := &http3.RoundTripper{
TLSClientConfig: &tls.Config{...},
QuicConfig: &quic.Config{...7},
3

client := http.Client{
Transport: roundTripper,

resp, err := client.Get("https://127.0.0.1:9999/")

body, err := io.ReadAll(resp.Body)
if err !'=nil {...}


https://127.0.0.1:9999/

HTTP/3 nosepx UDP
NO3TOMY OH HEeHaAe>XXeH?

Cnownnep: HeT



UDP He ycTaHaB/IMBaeT coegnHeHune
UDP He rapaHTUpyeT A0CTaBKY COOOLLeHN

UDP He rapaHTMpyeT nopaaokK coobLeHn
HTTP/3 HeHaae>XHbI NPOTOKON?



HTTP/2 HTTP/3

QUIC
TLS
TLS
KOHTpPOJIb Neperpy3ok, KOHTPOJ1b
TCP NOTOKQ, rAapaHTUA AOCTAaBKKW, NOPAAO0K
KOHTpO/1b Neperpy3ok, KOHTpPOJIb = | ]
NOTOKQ, rapaHTNA A0CTaBKN, MOPALOK UDP

IPv4/IPv6




QUIC aybnupyert
HapgeXHocCTb TCP, HO
C AopaboTKoM




[@apaHTMA AOCTaBKKM N NOPAAOK

NoaTBepXaeHue, YTo BCe nakeTbl 6bin
poctasneHbl ACKNOWLEDGEMENT

Nepecblnika coobuweHnn RETRANSLATION

[loTepsAHHbIe NAKeTbl HE NepeaarTCa LEeJIMKOM:
MHPOPMALNSA, COAEPXKALLAACA B HNX, NepeaaeTcs
CHOBA B HOBbIX NaKeTax 1 ppemnmax

[TakeTbl HYMepyTCA


https://www.rfc-editor.org/rfc/rfc9000.html#name-generating-acknowledgments
https://www.rfc-editor.org/rfc/rfc9000.html#name-retransmission-of-informati

[ToaTBep>XXAeHne A0CTAaBKK

[MoBTOpPSAOT BO3MOXHOCTN HTTP/2
- [loaTBepXxgeHwue, YTO BCe NakeThbl
6bl1n JOCTaB/IEHbI:
ACKNOWLEDGEMENT
- KnuneHT noaTBepXXaaeT Bce
NoJlIyYeHHble NakeTbl, KOTOpbIe
TpebyloT NoATBEPXAEHNA B
pamMkax max_ack delay BpemeHu



https://www.rfc-editor.org/rfc/rfc9000.html#name-generating-acknowledgments

KOHTpPO/1b Neperpys3ok

[Monck aocTynHou nosiocbl nponyckaHna CONGESTION
CONTROL

0 Slow Start Congestion Avoidance
B 180- Packet Loss
< 140

2 100: Exponential Growth—»
S -
o

\ Multiplicative Decrease

round trip


https://www.rfc-editor.org/rfc/rfc9002.html
https://www.rfc-editor.org/rfc/rfc9002.html

B UDP HeT BCTpOEHHOro KOHTpPOJ14 neperpysok,
B oT/imyme ot TCP

B TCP KOHTpO/1b Neperpy3okK ctapTyeT
Me[J/1IeHHO MU 3TO peasin30BaHO HAa YPOBHeE
TpaAHCMOpTHOro npotokoJia B OC

B QUIC KOHTpOJ1Ib Neperpy3ok peasin3oBaH
bonee apPpeKTUBHO




KOHTPOJIb MOTOKA

[lpepesibHOE KOJINYeCTBO AaHHbIX,
KOTOpOe NPpMeMHUNK roTOB NMPUHATb Ha
AAaHHOM MOTOKe Wn ana Bcex

FLOW CONTROL



https://www.rfc-editor.org/rfc/rfc9000.html#name-flow-control

3Ha4yeHnAa No YMOYAHUIO

quic.Config{

InitialStreamReceiveWindow: (1 << 10) * 512, // 512 kb
MaxStreamReceiveWindow: 6 x (1 << 20), // 6Mb
InitialConnectionReceiveWindow: (1 << 10) * 512, // 512 kb
MaxConnectionReceiveWindow: 15 x (1 << 20), // 15Mb

AllowConnectionWindowIncrease: func(c quic.Connection, delta uint64) bool

{

return false

I



HTTP/3 cywecTBeHHO
bbicTpee, yemM HTTP/?2

Cnownnep: HeT
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HTTP/2

(C @ Capturing from Loopback: 100 "
A m g e = X[C RemEF I S = & @ § i

[i tcp.port==9393 v] T
No. ' Time Source Destination Protocol Length Info time de

*REF* S L TCP 54396 - 9393 [SYN] Seq=0 Win=65535 Len=0 MSS=16324 WS=64 TSval=3100639359..

[
S

0.000040 :: o TCP 9393 - 54396 [RST, ACK] Seq=1 Ack=1 Win=0 Len=0 0.0
0.000132 1 .0.1 TCP 54397 - 9393 [SYN] Seq=0 Win=65535 Len=0 MSS=16344 WS=64 TSval=2463729067.. 0.0
0.000378 al .0.1 TCP 9393 - 54397 [SYN, ACK] Seq=0 Ack=1 Win=65535 Len=0 MSS=16344 WS=64 TSval.. 0.0
0.000399 1 .0.1 TCP 54397 - 9393 [ACK] Seq=1 Ack=1 Win=408256 Len=0 TSval=2463729067 TSecr=13.. 0.0
.000415 127.0.0.1 .0.1 TCP [TCP Window Update]l 9393 - 54397 [ACK] Seq=1 Ack=1 Win=408256 Len=0 TSval.. 0.0
.000560 127.0.0.1 .0.1 TLSv1.2 Client Hello (SNI=localhost) 0.0
.000588 127.0.0.1 .0.1 TCP 9393 - 54397 [ACK] Seg=1 Ack=211 Win=408064 Len=0 TSval=1304680373 TSecr=.. 0.0
.001071 127.0.0.1 (al TLSv1.2 Server Hello, Certificate, Server Key Exchange, Server Hello Done 0.0
.001092 127.0.0.1 .0.1 TCP 54397 - 9393 [ACK] Seq=211 Ack=654 Win=407616 Len=0 TSval=2463729068 TSec.. 0.0
.001551 127.0.0.1 Al TLSv1.2 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message 0.0
.001571 0.0.1 ALk TCP 9393 - 54397 [ACK] Seq=654 Ack=304 Win=407936 Len=0 TSval=1304680374 TSec.. 0.0
o .0.0.1 .0.1 TLSv1.2 Change Cipher Spec, Encrypted Handshake Message 0.0
.001693 0.0.1 .0.0.1 TCP 54397 - 9393 [ACK] Seq=304 Ack=705 Win=407552 Len=0 TSval=2463729068 TSec.. 0.0

o 0.0.1 0.0.1 TLSv1.2 Application Data 0.0

30 0.001739 127.0.0.1 127.0.0.1 TCP 56 54397 - 9393 [ACK] Seq=304 Ack=773 Win=407488 Len=0 TSval=2463729068 TSec.. 0.0
31 0.001758 127.0.0.1 127.0.0.1 TLSv1.2 149 Application Data 0.0
32 0.001777 127.0.0.1 127.0.0.1 TCP 56 9393 - 54397 [ACK] Seq=773 Ack=397 Win=407872 Len=0 TSval=1304680374 TSec.. 0.0
33 0.001819 127.0.0.1 127.0.0.1 TLSv1.2 98 Application Data 0.0



HTTP/3

Am e B XE Qess=EzEg I < = & § §
1| quic = | +
No. Time Source Destination Protocol Length Info
*REF* 0.1 127.0.0.1 Initial, DCID=869087d1091e7e03808c598b7eeaflc63edcf276, SCID=416fe@a7, PKN: 0O,
0.001904 0.1 127.0.0.1 Handshake, DCID=416fe@a7, SCID=4cdfd4fa
0.001924 .0.0.1 127.0.0.1 Protected Payload (KP@), DCID=416fe0@a7
vevvaruo '.0.0.1 127.0.0.1 Handshake, DCID=c4154d72, SCID=416fe@a7
0.002801 '.0.0.1 0.1 Handshake, DCID=c4154d72, SCID=416fe@a7
oo 0.0.1 0.0.1 QUIC Protected Payload (KPO)
17 0.002970 127.0.0.1 127.0.0.1 QUIC 96 Protected Payload (KPO)
18 0.003098 127.0.0.1 127.0.0.1 QUIC 60 Protected Payload (KPQ)
19 0.003226 127.0.0.1 127.0.0.1 QUIC 269 Protected Payload (KP@)
20 0.003342 127.0.0.1 127.0.0.1 QUIC 110 Protected Payload (KP@)
21 0.003449 127.0.0.1 127.0.0.1 QUIC 63 Protected Payload (KPQ)
22 0.003546 127.0.0.1 127.0.0.1 QUIC 58 Protected Payload (KP@)
23 0.033136 127.0.0.1 127.0.0.1 QUIC 58 Protected Payload (KPO)



O-RTT

Client Server

na cepsepa

— quic.Config{
Al1owORTT: true,
QuIC ¥

TLS 1.3
HTTP/3




HTTP/3 6e3onacHee HTTP/?2

Cnonsiep: B KAKOM-TO CMbICAIe...



TLS peanin3oBaH Ha ypoBeHb Bbile, yeM TCP,
nosTomy wngpyetca Tonbko TCP payload

3awmndpoBaHo

D BE—
HTTP paHHble

3aronoBok TLS TLS mac

3aronosok TCP

[laHHble TLS
Source | Destination |Sequence| ACK | Receive | length | chksum Obtions
port port number | number | window | + flags [+ urgent P ﬂ,aHHbIeTCP




B QUIC TLS uHTerpupoBaH, nosaTomy LUndpyeTcs
BCE, KPOME 4YacTu TexHmndeckon nHgpopmaumm QUIC

3awndpoBaHo

3aronosok UDP

3aronoBoK

Source
port

Destination
port

chksum
+ length

Flags

Connection
D

QUIC mac

3aWwndpoBaHo
HTTP paHHble
ACK | Flow control | Stream frame
QUIC
Packet | frame frame header Stream frame payload
number | JaHHble QUIC

JlaHHble UDP




Client Server

LLindppoBaHne AaHHbIX 1RTT

Kpuno-coeanHeHne n pykonoxatume: CRYPTO >
HANDSHAKE \

QUIC KOMBbUHMPYET KPUMNTO MU TPAHCMOPTHOE
pPyKomno)aTtmne, Y4Tobbl MUHMMN3NPOBATb
33[1€P>XXKY B YCTAHOBJIEHMWN COeANHEHMNA

QUIC
TLS 1.3
HTTP/3



https://www.rfc-editor.org/rfc/rfc9000.html#name-cryptographic-and-transport
https://www.rfc-editor.org/rfc/rfc9000.html#name-cryptographic-and-transport

B QUICTLS 1.3 no ymon4yaHuto

Perfect Forward Secrecy (PFS) - 3aLLMTa CECCMOHHbIX
KJl04en B J0JITOCPOYHOM NepcneKkTuBe, Jaxke ecnu
3aKPbITbIN KJ1HOY OblJ1 CKOMMPOMETUPOBAH

MeHbLue WndpoB, HO OHM be3onacHee (He
noaaepxunsaet MD5 n SHA-1)

NcnpaBsieHbl YA3BMMOCTH, Sly4dlle 3alMTa OT aTak u
NPOn3BOANUTE/IbHOCTb



HTTP/3 otnnyaetca ot HTTP/2? He cnnbHO
HTTP/3 HageXHbin? na!
HTTP/3 6bicTpee? He ocobo

HTTP/3 6e3onacHee? B uesnom aa




YacTb 2. 3a4yem
ncnosibloBatb HTTP/3?

'

il



CTpMMDI

| |
- —




HTTP/2 cTpyMmbl

Short-live — cywecTtBytoT B paMKax 04HOro 3anpoca
BocnprHMMaAtoTCA Kak e guHbIN 6anTOBbIN MOTOK

B csiyyae notepa naketa — 6JIOKNPYIOTCA BCE OCTAJIbHbIE
cTpuMbl (Head-Of-Line)

A A B

~

Bce oxunpaaeTt cBoen odyepeam,
NOKA NakeT peTpaHc/IMpyeTca



3anucb B cTpuM HTTP/2 cepBepom

func handleStream(w http.ResponseWriter, r *http.Request) {
for i :=0; i <5; i++ {
message := fmt.Sprintf("That’s stream %d\n", i))
err := w.Write([Jbyte(message)
if err !'= nil {...}



YteHne knneHtom HTTP/2 paHHbIX U3 CTPUMA

resp, err := client.Get(url)
if err !'=nil {...}
defer resp.Body.Close()

body, err := io.ReadAll(resp.Body)
if err !'=nil {...}



HTTP/3 cTpyMmbl

PeannsoBaHbl Ha ypoBHe QUIC
MoOryT XXuUTb BHe 3anpocCoB
MynbTnnaeKCMpoBaHMe - HECKOJIbKO CTPMMOB MOXeT

ObITb OTKPbITO B paMKax ogHoro QUIC coeanHeHmns
Kaxxabih cTpUM He3aBncnm — HeT Head-OFf-Line

A B B C C

N

~

Het Head-Of-Line 6rokupoBku TONMbKO OOVH CTPUM CTpadaeT
OT NOTEPU AAHHbIX



Tnbl CTPUMOB

Ba nocnegHux 6uta ID | Tun ctprma

A — MHNUMMPOBAH KJIMEHTOM
d=0,4,8 Hinp ! :
ABYHAMNpPaB/I€HHbIN

A — MHNUMMPOBAH KJIMEHTOM
id=2,6,10 Hnnp HTOM,
OZIHOHAMpPaBJIEHHbIN

|d — 1’ 5' 9 NHnunnpoBaH cepoepOM,
ABYHANpaBJ/IeHHbIN

Id =3 7 11 MHUMMpoOBaH CepBepOM,
L OJHOHAaNpPaBJ/IEHHbIN



OrpaHn4yeHmne KoamnM4yecTBsa CTPMMOB

MaKCMMaNbHO BO3MOXHOE KOJINYeCcTBO CTpMoB 2760

CepBep M KJINEHT MOXET OrPaHNYNTb KOJIMYECTBO OTKPbITbIX ABYCTOPOHHUX U
OJHOCTOPOHHUX CTPUMOB

CepBep N KJINEHT MOTYT OrpaHN4YnUTb OKHO NOTOKA HA OANH CTPUM N HA BCe CcOeaANHEHNA

quicConfig := &quic.Config{
MaxIncomingStreams: 2,
MaxIncomingUniStreams: 2,

}



OTKpbITUE ABYCTOPOHHEro cTpuMa KameHTom HTTP/3

roundTripper := &http3.RoundTripper{
TLSClientConfig: &tls.Config{...},
QuicConfig: &quic.Config{...},
3

req, err := http.NewRequest("GET","https://e.com/str", nil) if err != nil {..
roundTripOpt := http3.RoundTripOpt{
DontCloseRequestStream: true

3
resp, err := roundTripper.RoundTripOpt(req, roundTripOpt)

stream := resp.Body.(http3.HTTPStreamer).HTTPStream()
if _, err := stream.Write(bytes); err !'= nil {...}
<-stream.Context().Done()



3a4yemM yntaTtb RFC?

6.2

This means that the client's first request occurs on QUIC stream O,
with subsequent requests on streams 4, 8, and so on. In order to
permit these streams to open, an HTTP/3 server SHOULD configure non-
zero minimum values for the number of permitted streams and the
initial stream flow-control window. So as to not unnecessarily limit
parallelism, at least 100 request streams SHOULD be permitted at a
time.

HTTP/3 does not use server-initiated bidirectional streams, though an
extension could define a use for these streams. Clients MUST treat
receipt of a server-initiated bidirectional stream as a connection
error of type H3_STREAM_CREATION_ERROR unless such an extension has
been negotiated.

Unidirectional Streams



[Tosly4yeHMe AaHHbIX Ha cepBepe

func Str(w http.ResponseWriter, req *http.Request) {
w.WriteHeader(200)
w. (http.Flusher).Flush()

stream := req.Body.(http3.HTTPStreamer).HTTPStream()

data := make([Jbyte, lenghtOfData)
if _, err = stream.Read(data); err != nil {...}

stream.CancelRead(quic.StreamErrorCode(quic.NoError))



YnpasneHune CTpumMamMu

CancelRead(StreamErrorCode)
SetReadDeadline(time.Time) error

CancelWrite(StreamErrorCode)
SetWriteDeadline(t time.Time) error

Context() context.Context



CTpuMm - pperM BHYTpU nakeTa QUIC

Tun dopenmos

3 HTTP goaHHble
KopoTkui 3aronosok
naketa QUIC 3aronoBokK ®peiim
Homen CTpvMa JaHHble cTpnMa ACK
®narn| CID QuIC
NakeTa JaHHble QUIC mac
DATA 0x00 Datagram 0x30, 0x31
HEADER 0x01 Webtransport 0x41
SETTINGS 0x04



Tnnbl Kagpbl

\ &dataFrame{Length: 1}

1 &headersFrame{Length: 1}

) parseSettingsFrame(r, 1)




Cepsep

stream.CancelRead(quic.StreamErrorCode(quic.NoError))

KaneHT

<-stream.Context().Done()



Datagrams

HerapaHTnpoBaHHaA, HeynopaaovyeHHada goctaBka (RFC)

KnneHT

http3.RoundTripper{

EnableDatagrams: true,
QuicConfig: &quic.Config{

EnableDatagrams: true,

3,

Frame types: 0x30, 0x31

Cepsep
http3.Server{

EnableDatagrams: true,
QuicConfig: &quic.Config{

EnableDatagrams: true,


https://datatracker.ietf.org/doc/html/rfc9221

Webtransport over HTTP/3

RFC, ntonb 2022

- [apaHTUpOBaHHaA ynopAA0YeHHaA A0CTaBKa C MOMOLLbIO 04HO/ABYX
HarnpaBJIeHHbIX CTPMMOB (anibTepHaTMBa Websocket)
- HerapaHTuMpoBaHHaa HeynopAaA04YeHHAA AOCTaBKa C NoMoLblo Datagrams

- 3ape3epBUPOBAHHbIN TUM CTPMMA

Code: 0x41 O

GitHub
Frame Type: WEBTRANSPORT_STREAM

webtransport-qo



https://datatracker.ietf.org/doc/html/draft-ietf-webtrans-http3/
https://github.com/adriancable/webtransport-go

CobcTBEeHHble TUMbl perMoB

roundTripper := &http3.RoundTripper{

UniStreamHijacker: UniStreamHijacker,
StreamHijacker: StreamHi jacker,

UniStreamHijacker func(StreamType, quic.Connection,
quic.ReceiveStream, error) (hijacked bool)

StreamHijacker func(FrameType, quic.Connection, quic.Stream,
error) (hijacked bool, err error)



Murpauma coegnHeHnNA




Client Server Client

4G WiFi

TLS 1.3
HTTP2 e | Kowewr
nogknoyaeT
\ ca kK WiFin
/ npoaormKkaeT
obLleHmne

TCP naket oT HensBecTHoro IP, o
KOTOPOM CEPBEP HUYETO HE
3HaeT!




Client Server Client

4G WiFi

> YHUKanbHbIN
QUIC

TLS 1.3 \I\
TP |

HoBsasi ceTb,
HO TOT Xe
CID

CepBep cunTaet /-/ Padu

TeM e 6esonacHocmu
riucok CID
coeamHeHneM crucok C




Peannzaumna QUIC




TCP — cno>xkHo popabaTtbiBaTb MPOTOKOJ

Peann3oBaH Ha YpoOBHEe cMCTEMHbIX bnbanotek OC
Bbiin nonbITKM gopaboTaTthb:
TCP Fast Open - 6e3 pykonoxaTtuns

MultiPath TCP - ncnonbsoBatb  WiFi n 4G, 4Tobbl yBE/IMYNTL NPOMNYCKHYIO
CnocobHoCTb

Kyya yctponcts TCP,

[ KnveHTt ]m CepBsep ]

KOTOPble aHA/IN3UPYIOT TPadUK




HTTP/3 / QUIC / UDP — npole pa3BmBaThb

Peann3oBaH Ha ypoBHe 6M61MoTEK NPUKIAAHBIX MPOrpamMm

Moyt Becb Kaap QUIC wndpyeTtca: 4OCTaTOYHO 0OHOBUTb KOHEYHbIe
YCTPOMCTBA, MPOMEXYTOYHbIe YCTPOWUCTBA HE CMOTYT NPOAaHA/IM3NPOBATb
N3IMeHeHUA

OTKPbIT K U3MEHEHMAM N opaboTKaMm, HaNnpMMep, HET XKeCTKMUX TpeboBaHNM
K a/IFOPUTMY KOHTPOJIO Neperpyskn nam npmopuTrusaumm CTPMMoB



YacTtb 3. [loaBOAHbIE KAMHMW



HTTP/3 B Go

He ycToABLWINMWCA CTaHAAPT
He nonHocTblo 6e30naceH — CyLecTBYIOT aTaku

OTCcyTCTBME HOPMAaJZIbHOMN AOKYMEHTALUN U NPUMEPOB
MCNOJ1Ib30BaHUA

Tpadunk HTTP/3 wndpyeTca Ha TPaHCNOPTHOM YPOBHeE,
NO3TOMY €ro CJIOXKHO aHa/IN3MPOBATb



B Go 6nbnnoteke peannsoBaH aaroputm CUBIC, HO
MCMNoJib3yeTca KJaccuyeckmm aaroput™ Reno

NewCubicSender
NewCubicSender(
clock Clock
rttStats *utils.RTTStats HO. ]
initialMaxDatagramSize protocol.ByteCount
reno

congestion := congestion.NewCubicSender(

tracer *logging.ConnectionTracer

congestion.DefaultClock{}
rttStats

O QUIC-GO ﬁ

GitHub

) *cubicSender {



https://github.com/quic-go/quic-go
https://github.com/quic-go/quic-go

HoBble pesin3bl MOryT JIOMATb CTapbin KoA!

roundTripper := &http3.RoundTripper{

TLSClientConfig: &tlsConfig
&quic.Config{},
QUICConfig: &quic.Config{}




MWHMMaNbHAA peann3aumna cxkatna 3arosioskos QPACK

QPACK GitHub

This is a minimal QPACK (RFC 9204) implementation in Go. It is minimal in the sense that it
doesn't use the dynamic table at all, but just the static table and (Huffman encoded) string
literals. Wherever possible, it reuses code from the HPACK implementation in the Go standard

library.

It is interoperable with other QPACK implemetations (both encoders and decoders), however it
won't achieve a high compression efficiency.


https://github.com/quic-go/qpack
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